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This Cyber Security Incident Report follows established guidelines as determined in Departmental Manual 3505-001: USDA Cyber Security Incident Handling Procedures.  

Complete the sections identified for the appropriate US-CERT Category within 30 days of incident discovery and send to: cyber.incidents@asoc.usda.gov or contact the ASOC via the 24-hour Cyber Incidents Hotline at (866) 905-6890 for assistance.
[bookmark: _Toc327191882]Section I: General Information
	[bookmark: Section_I_A_Table_Header]A. Agency Information

	Agency Incident Number (if applicable):
	

	ASOC Incident Number:
	

	Individual and Organization Submitting Report:
	

	Date:
	




	[bookmark: Section_I_B_Table_Header]B. ISSPM Contact

	Name of ISSPM Point of Contact:
	

	Position/Title:
	

	E-Mail Address:
	

	Office Phone:
	

	Cell Phone:
	

	[bookmark: Section_I_C_Table_Header]C.  Privacy Officer Contact

	Name of Privacy Officer Point of Contact:
	

	Position/Title:
	

	E-Mail Address:
	

	Office Phone:
	

	Cell Phone:
	

	Privacy Officer Signature and Date:
	

	[bookmark: Section_I_D_Table_Header]D. Investigative Contact

	Name of Investigative Point of Contact:
	

	Position/Title:
	

	E-Mail Address:
	

	Office Phone:
	

	Cell Phone:
	

	[bookmark: Section_I_E_Table_Header]E. Reporter Information

	Name of Individual who reported PII exposure:
	

	Position/Title:
	

	E-Mail:
	

	Office Phone:
	

	Cell Phone:
	

	[bookmark: Section_I_F_Table_Header]F.  Other Contact Information 

	Name of Individual who exposed the PII:
	

	Position/Title:
	

	E-Mail:
	

	Office Phone:
	

	Cell Phone:
	



	[bookmark: Section_I_G_Table_Header]G. General Information

	How was the incident discovered?
	

	Type of Media (i.e. paper based, laptop, flash drive, website posting, PDA, etc.):
	

	Affected Population Size:
	

	Type of PII Exposed (i.e. SSN, Name, DOB, TIN, etc.):
	

	Is there a Privacy Threshold Analysis (PTA)?
	

	If yes, enter the date signed by the agency CIO/Official.
	

	Is there a Privacy Impact Assessment (PIA)?
	

	If yes, enter the date signed by the agency CIO/Official.
	

	What is the General Support System (GSS) under which this system operates?
	

	Enter the Federal Register System of Record Notification (SORN) number, publication date, volume and page number.
	

	Enter date and Electronic Correspondence Management (ECM) control number.
	

	Enter the Authority to Operate (ATO) expiration date.
	

	Is there a signed Computer Matching Agreement (CMA) with the agency which the information was shared?
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Section II:  Incident Mitigation
	[bookmark: Section_II_A_Table_Header]A.  Category 1 – Unauthorized Access 

	Circumstances surrounding the incident:
	

	Describe steps taken to contain and mitigate this incident.
	

	Has the individual(s) responsible for breaching the PII been notified and counseled about protecting PII? 
	

	Has credit monitoring been offered to the individual(s) affected by PII exposure?
	

	Has a signed non-disclosure statement been received from the individual(s) who viewed the PII?
	



	[bookmark: Section_II_B_Table_Header]B.  Category 8 (US-CERT CAT 1) - Lost/Stolen Equipment 

	Type of equipment (i.e. make, model, serial number, phone number):
	

	Approximate value:
	

	Address where the incident occurred:
	

	Circumstances surrounding the incident:
	

	Was encryption software installed? Version?
	

	Was the equipment password protected?
	

	Has the service or network access been disconnected?
	

	If a Blackberry, was it remotely purged?
	

	If stolen, what law enforcement agency was notified?  List the police report number, date and name of investigating officer.
	

	If lost, action taken to find the equipment?
	

	Has the individual responsible been notified and counseled about protecting PII? 
	

	Has credit monitoring been offered to the individual(s) affected by PII exposure?
	

	Signed non-disclosure statement received from the individual(s) who viewed the PII?
	


[bookmark: _Toc327191884]Section III: Impact and Scope
	[bookmark: Section_III_A_Table_Header]A. Impact and Scope

	FIPS 199 Confidentiality Risk Level:
	

	FIPS 199 Availability and Integrity Levels:
	

	Determine the combined NIST 800-122 Confidentiality Impact Level (Low, Moderate, High or Not Applicable [N/A]) based on the NIST 800-122 Factors for determining PII Confidentiality Impact Levels.
	

	Considering each of the NIST 800-122 risk factors, determine the level for each factor: Identifiability, Quantity of PII, Data Field Sensitivity, Context of Use, Obligation to Protect Confidentiality, Access to and location of PII. (List each in the box to the right)
	

	Determine whether the activity is criminal in nature.
	

	What is the harm to individuals based on all factors and levels?
	

	Forecast how severely the organization’s reputation may be damaged.
	


[bookmark: _Toc327191885]Section IV: Lessons Learned
	[bookmark: Section_IV_A_Table_Header]A. Lessons Learned

	How could this incident have been prevented? 
	

	What additional information was required to investigate/resolve this incident?
	

	Where was this information available? 
	

	What will your organization do to prevent further breaches?
	


[bookmark: _Toc327191886]Section V: Additional Information
Provide timelines, related documents and any additional information not included in previous sections:
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