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Please complete this form within 24 hours and send to: cyber.incidents@asoc.usda.gov or contact the ASOC via the 24-hour Cyber Incidents Hotline (866) 905-6890 for assistance.

	[bookmark: Section_I_A_Table_Header]A. User/Host Information

	User Name:
	

	User’s Position/Title:
	

	User’s E-Mail:
	

	User’s Office Telephone:
	

	IP Address:
	

	MAC Address:
	

	Hostname/Username:
	

	Equipment Location (physical address):
	

	[bookmark: Section_I_B_Table_Header]B. General Information

	How was the incident discovered?
	

	Does the system contain PII or classified/sensitive information?  If yes, what type of information?
	

	[bookmark: Section_I_C_Table_Header]C. Network Information

	Were IP Addresses or URLs blocked at the agency firewall?
	

	Date/Time the agency firewall block was requested:
	

	Date/Time the computer was removed from the network:
	





	[bookmark: Section_I_D_Table_Header]D. Workstation Information

	What applications reside on this workstation?
	

	Who manages the workstation? 
	

	Specify the operating system and version installed.
	

	Specify antivirus software and the version installed.
	

	Most recent patch update:
	

	Is the computer password protected?
	

	Is the computer encrypted?
	

	Encryption software and version:
	



	[bookmark: Section_I_E_Table_Header]E. Server Information

	What functions does this server perform?
	

	Which ports are open?
	

	Is it a high value system?
	

	What is the normal threshold of traffic?
	

	Who is the system owner?
	

	Specify the operating system and version installed.
	

	Specify antivirus software and the version installed.
	

	Most recent patch update:
	

	Most recent vulnerability scan:
	

	Is the server accessible by internet?
	





	[bookmark: Section_I_F_Table_Header]F.  Lost/Stolen Equipment

	Type of equipment (i.e. make, model, serial number, phone number):
	

	Approximate value:
	

	Address where the incident occurred:
	

	Circumstances surrounding the incident:
	

	Was encryption software installed? If yes, what version?
	

	Was the equipment password protected?
	

	Has the service or network access been disconnected?  Enter date of disconnection.
	

	If the equipment was a Blackberry, was it remotely purged?  Enter date of remote purge.
	

	If stolen, what law enforcement agency was notified?  List the police report number, date and name of investigating officer.
	

	If lost, what actions were taken to find the equipment?
	



	[bookmark: Section_I_G_Table_Header]G.  Category 6 – Investigation

	Detailed Results of the Investigation:
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