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Memorandum

	To:
	All

	Cc:
	

	From:
	USDA PMO

	Date:
	May 6, 2004

	Re:
	User Security Settings



Security Settings

This is intended as a supplemental to the Security Settings document posted on the OCIO CPIC website which can be found at: http://www.ocio.usda.gov/irm/cap_plan/worklenz_project.html.  This site contains a number of documents regarding WorkLenz.

Recently, the security settings in WorkLenz have been updated.  There are a number of security settings in WorkLenz.  These settings can be used in conjunction with each other in order to create more complex security models.  The following is a table of security settings and their corresponding levels.

	WorkLenz Level
	Clearance Level
	Description

	Program
	Program Admin Group
	Read/Write access to the entire agency portfolio

	
	Program Manager Group
	Read access only to the entire agency portfolio

	Project
	Project Admin Group
	Read/Write access to the entire project

	
	Project Manager Group
	Read access only to the entire project 

	
	User Group
	Access to view only and ability to enter time in the WorkLenz timesheet.  

Note:  Tasks need to be created for this user.


Note:  Please do not user Client Group as a clearance level.  Security settings have yet to be determined.

How to:

	Add Program Members
	If you are on the splash screen:

On the left side of your screen, go to the “Program” icon

If you are on the Portfolio or Program summary screen: 

On the top right side of your screen, go to the “Program” icon
	· Click “all” or “mine” under the “Program” icon.

· Click on your Program name on the left side of the screen. (known as the “list screen”)

· This will take you to the Program Summary Screen.



	
	On the Project Summary Screen,

On the left side, go to “Actions”


	Click on “Admin.”

	
	Under “Person and Security”


	· Click on “Program Members.”

· Click on “New Program Member.”



	
	
	· Select the Team Member from the dropdown list 

Hint:  When on the list, type the first letter of the last name to navigate quickly through the list.

Hint:  If the person you need to add to your project is not in the dropdown box, this person has not yet received a license.  Contact the OCIO WorkLenz administrator or pmousda@metier.com to arrange training for this individual.

· Select the “Clearance level” from the dropdown box.  

Note:  only two security clearance levels appear here:  program admin group and program manager group

· Select the Role from the dropdown list 



	Add Project Team Members

(it is recommended to create project roles and teams before adding people)
	If you are on the splash screen:

On the left side of your screen go to the “Project” icon

If you are on the Portfolio or Program summary screen: 

On the top right side of your screen, go to the “Program” icon


	· Click “all” or “mine” under the “Project” icon.

· Click on your Project name on the left side of the screen. (known as the “list screen”)

· This will take you to the Project Summary Screen.

	
	On the Project Summary Screen,

On the left side, go to “Actions”


	· Click on “Admin.”

	Add Project Roles
	Under “Person and Security”


	· Click on “Project Roles.”

· Click on “New Project Role.”

· Select the “role” and “Clearance level.” (see manual for security access types)

Note:  There are three valid clearance levels at this screen:  Project Admin Group, Project Manager Group and User Group (do not user client group).

· Click on “Save.”

· In the “Project Role” list screen click “back” to go to the administrative area.



	Add Project Teams
	Under “Person and Security”


	· Click on “Project Teams.”

· Click on “New Project teams.”

· Type the team name.

· Select a team type.

· Click “Save.”

· In the “Project Teams” list screen click “back” to go to the administrative area.



	Add Project Team Members
	Under “Persons and Security”


	· Click on “Project Team Members.”

· Click on “New Team Member.”

· Select the Team Member from the dropdown list 

Hint:  When on the list, type the first letter of the last name to navigate quickly through the list.

Hint:  If the person you need to add to your project is not in the dropdown box, this person has not yet received a license.  Contact the OCIO WorkLenz administrator or pmousda@metier.com to arrange training for this individual.

· Select the ”Project Team.”

· Select the “Project Role.”

· Click on “Save.”

· In the “Project Teams” list screen click “back” to go to the administrative area.




These Clearance levels can be used in conjunction with each other.

Example:  You can add the same person to a Program (agency) with Program Manager Group clearance level and add them to a Project (Investment/C&A system) with Project Admin Group clearance level.  With this combination, the user can view the entire portfolio of the Agency but only edit the Investment(s) to which he or she is added.
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