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USDA Security 

Group USDA Role Gives Access to: Who can assign:

Portfolio Admin OCIO Read/Write OCIO

View, Write and Admin Access to all Agencies' project 

data. OCIO Read/Write

Portfolio Executive

OCIO Senior 

Executive View OCIO Executive View access to all Agencies' project data. OCIO Read/Write

Program Admin Agency Read/Write

Agency Portfolio 

Managers

View, Write ad Admin Access to an Agency and all 

Investments/Systems within that Agency when added 

as a program team member

OCIO Read/Write, 

Agency Read Write

Program Manager

Agency Senior 

Executive View, 

Agency Partner View

Acency Executive, 

Investment Project 

Managers

View Access to an Agency and all 

Investments/Systems within that Agency when added 

as a program team member

OCIO Read/Write, 

Agency Read Write

Project Admin

Investment/System 

Read/Write

Investment Project 

managers, ISSPM

View, Write and Admin Access to an 

Investment/System when added as a project team 

member

OCIO Read/Write, 

Agency Read/Write, 

Investment/System 

Read/Write

Project Manager

Investment Partner 

View

Acency Executive, 

Investment Project 

Managers

View Access to an Investments/System within an 

Agency when added as a project team member

OCIO Read/Write, 

Agency Read Write, 

Investment/System 

Read/Write

User Group Timesheet User

Investment team 

members, Security 

Team members

Add or delete time on the timesheet only when 

assigned to a task.  Must be added as an investment 

team member before a task can be assigned.

OCIO Read/Write, 

Agency Read/Write, 

Investment/System 

Read/Write
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WorkLenz uses a role-based security model with eight customizable security groups.  Each security group can be customized to allow Read and/or Write permissions to specific areas in the application.  The current security taxonomy for USDA is described in the following table:


Note:  A WorkLenz License is required to assign a person access to a Program, Project or Task in WorkLenz.
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